Journal Markcount Finance, 2(2) - August 2024 285-295

E-ISSN 2986-8455
P-ISSN 2887-0925

Journal =

Auditing in the Era of Cybersecurity: Challenges and Solutions

Apriyanto !, Siti Mudawanah 2, Edi Sutanto 3, Adi Dwi Purnomo 4, Muhammad
Wahid Murniawan °

! Politeknik Tunas Pemuda, Indonesia

2 Universitas La Tansa Mashiro, Indonesia

3 Universitas La Tansa Mashiro, Indonesia

4 Universitas La Tansa Mashiro, Indonesia

® Universitas La Tansa Mashiro, Indonesia

Corresponding Author: Siti Mudawanah, E-mail; sitimudawanah8@gmail.com
Article Information: ABSTRACT

Rec‘?"’gd Auguskt)zs’ 2024 As threats and risks increase in the digital world, auditing in the cyber
ievnse September 23, 2024 security era faces significant new challenges. Rapid digital change has
ccepted October 25, 2024 . . . . . .
increased the complexity of information systems, which makes the audit
environment more complicated and requires new approaches to assessing
the effectiveness of security controls. The increase in cyber threats that
\ can threaten the integrity, confidentiality and availability of data is one
of the main challenges facing auditors. Increasingly varied and
sophisticated cyberattacks require proactive and adaptive audit
techniques. Auditors must have the ability to evaluate cyber threats and
evaluate how they impact a company's information systems and internal
controls. Additionally, rapid technological advances such as cloud
computing, artificial intelligence, and the Internet of Things (I0T) make
auditing more difficult. To overcome this problem, risk and technology-
based audits must be implemented. Lastly, training and development of
auditors' skills is essential to address this issue. Auditors must keep their
skills updated on cybersecurity and the latest technologies.
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INTRODUCTION

In today's digital era, cyber security has become an important part of business
operations due to increasing dependence on information technology(Milajerdi et al.,
2019). As cyber threats evolve rapidly and information technology continues to change,
auditing in the cybersecurity era is becoming increasingly difficult(Li et al., 2019).
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Audits are important tasks that assess how effective internal controls and compliance
are(Sultana et al., 2020). To maintain the integrity and reliability of information
systems, they must adapt to these changes(Yeboah-Ofori & Islam, 2019).

With the development of technologies such as cloud computing, artificial
intelligence (Al), and the Internet of Things (loT), there are new risks and
vulnerabilities that need to be considered during the audit process(Moustafa, Keshky, et
al., 2020). While these technologies offer many benefits, they also open security gaps
that cyber threat actors can exploit(Lois et al., 2020). Auditors must be able to identify
and evaluate the risks associated with these new technologies, as well as ensure that
existing controls are adequate to address cyber threats(Shah & Khan, 2020).

Additionally, the frequency and complexity of cyberattacks is increasing
rapidly(Szczepaniuk et al., 2020). A more proactive and adaptive audit approach is
needed due to growing cyber threats, such as ransomware, phishing, and denial-of-
service (DoS) attacks.(Sibi Chakkaravarthy et al., 2020). To assess the strength of the
controls and security strategies implemented by a company, auditors must understand
these types of attacks and their impact on information systems(Chang et al., 2022).

Meanwhile, rules and regulations relating to cyber security are getting
stricter(Moustafa, Ahmed, et al., 2020). To ensure that companies comply with legal
obligations and maintain appropriate security standards, auditors must thoroughly
understand applicable industry regulations, such as GDPR and HIPAA(Zengy et al.,
2022).

A risk-based audit framework is critical to addressing this problem because it
allows auditors to concentrate on the most vulnerable and high-risk areas of the
information system(Zheng et al., 2022). A risk-based approach also allows auditors to
ensure that existing security controls are functioning properly and according to the
company's needs(Kechagias et al., 2022).

To detect and deal with cyber threats more effectively, it is also necessary to use
advanced technology in audits(X. Zhang et al., 2019). Technology-based audit
techniques and tools, such as big data analysis and real-time monitoring, can help
auditors  discover anomalies and potential risks more quickly and
accurately(Preuveneers et al., 2020). This technology enables more thorough and in-
depth audits in complex environments(Fernandez-Caramés & Fraga-Lamas, 2020).

To overcome this problem, auditors must be trained and equipped with skills(Ali
et al., 2023). Auditors must always update their knowledge and skills on cybersecurity
and the latest technologies.(Liu et al., 2019). Getting training and certification in
cybersecurity can help them better spot and assess risks(Kurniawan et al., 2022).

It is critical for management to support audits and incorporate them into company
cybersecurity policies and strategies(Rosati et al., 2019). This is done to ensure that the
controls and procedures implemented are in line with the company's security objectives,
and close collaboration between auditors and cybersecurity teams can improve audit
performance and help better deal with cyber threats(Rosati et al., 2022).
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Overall, audits in the cyber security era require an integrated and adaptive
approach to overcome existing problems(Hussain Seh et al., 2022). By using a risk-
based framework, advanced technology, and ongoing training, auditors can add
significant value in protecting companies from cyber threats and ensuring success in
maintaining the integrity of information systems in an increasingly complex
environment(Aslam et al., 2020).

RESEARCH METHOD

This research uses a combination of qualitative and quantitative methods to find
audit problems and solutions in the cyber security era(Pozdniakov et al., 2020). The first
step is to gather the latest information about the problems encountered in the
cybersecurity audit and the solutions implemented(Mondal et al., 2022). This research
includes a review of journals, articles, and industry reports that discuss advances in
cybersecurity, audit technology, and best practices for addressing cyber threats(Ahmad
etal., 2022).

Next, surveys and questionnaires were created and distributed to auditors and
cybersecurity professionals at various companies(W. Zhang et al., 2022). The goal of
the survey is to collect quantitative data on issues encountered in cybersecurity audits,
such as the frequency of attacks, types of threats, and how effective current controls
are.(Alruwaili, 2021). It also includes information about the audit methods used as well
as the tools used to detect and address cyber threats(Holler et al., 2021).

To gain a better understanding of cybersecurity audit practices, in-depth
interviews with auditors and cybersecurity experts were conducted(Drivas et al., 2020).
These interviews provide insights from practitioners who have encountered
cybersecurity audit-related issues firsthand and the approaches they use to address these
issues(Jahankhani & Kendzierskyj, 2019). The results of these interviews help explain
the context and provide a better understanding of cybersecurity audit practices(Panda et
al., 2019).

In addition, secondary data analysis was carried out by looking at documentation,
audit reports and case studies from organizations that have faced and overcome
cybersecurity issues(Adeleke & Abdul, 2020). This analysis helps in discovering
patterns and best practices implemented by companies that successfully manage cyber
risks(Lois et al., 2021). This secondary data also complements information obtained
from surveys and interviews and provides guidance for solutions that have been proven
successful.

In addition, this research conducted a comparative analysis between companies
that use various audit methods and cybersecurity tools(Mcak et al., 2020). The goal of
this analysis is to evaluate how effective various methods are in detecting and
addressing cyber threats(Al-Matari et al., 2021). By comparing audit results and the
success rate of the solutions used, this research can identify the best methods and areas
for improvement(Al-Karaki et al., 2022).
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The results of quantitative and qualitative analysis determine the
recommendations made. These recommendations aim to assist auditors and
organizations in dealing with cyber threats and ensuring that the cybersecurity controls
and procedures implemented are the most effective(Wallis & Johnson, 2020). They also
cover ways to address identified issues and improve the effectiveness of audits in terms
of cybersecurity(Marin-Lopez et al., 2020).

Finally, the findings are validated by talking to industry experts and testing the
solutions in practical situations(Hendawi et al., 2023). This ensures that suggestions and
solutions are relevant and can be applied effectively in a variety of situations(Aziz et al.,
2020). Discussions also help evaluate potential challenges in implementation and
provide suggestions for additional adjustments(Zakaria et al., 2019).

This research aims to provide a comprehensive understanding of audit problems
and solutions in the cyber security era using this mixed method(Tetaly & Kulkarni,
2022). In addition, this research provides practical guidance for increasing audit
effectiveness in dealing with cyber threats(Russell, 2020).

RESULTS AND DISCUSSION
RESULTS

Research conducted on auditing in the cybersecurity era shows that auditors are
addressing a number of key issues and finding ways to overcome them. First, the big
problem discovered was the increasing frequency and complexity of cyberattacks.
Survey results show that auditors face various types of attacks, such as phishing,
ransomware, and denial-of-service (DoS) attacks, which require changes in audit
techniques and risk assessments. These attacks are increasingly sophisticated and can
threaten data integrity and availability, forcing auditors to continually update their
methods.

Second, advances in technologies such as cloud computing, artificial intelligence,
and the Internet of Things (lIoT) have created new challenges for auditors to assess
system controls and integrity. Data from in-depth interviews shows that the use of cloud
services can blur the boundaries of a company's internal controls, while 10T and Al also
bring additional risks associated with large and complex data.

Third, the readiness of the information technology infrastructure is very important
for the success of the audit. The results of the analysis show that many companies,
especially in the small and medium sectors, do not have sufficient hardware and
software to carry out comprehensive cybersecurity audits. Companies that do not have
the appropriate infrastructure often face problems implementing sufficient controls and
conducting effective audits.

Fourth, compliance and regulation are significant issues. As a result of the survey,
companies must comply with ever-evolving cybersecurity regulations, such as GDPR
and HIPAA. Auditors often face difficulty ensuring that each element of regulations is
consistently complied with, especially when regulations change or are updated
regularly.
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To address this issue, a fifth, risk-based framework is used. Research shows that
auditors are increasingly concentrating on high-risk areas and using a risk-based
approach to determine audit priorities. This framework helps auditors assess the areas
most vulnerable to cyber threats and allocate audit resources more efficiently.

Sixth, it has been proven that the use of advanced technologies, such as big data
analysis tools and real-time monitoring systems, is successful. Results show that this
technology helps auditors find anomalies and risks more quickly and accurately. This
technology enables more thorough audits and better insight into the state of an
organization's cybersecurity.

Seventh, it was identified that an important solution for auditors is training and
skills development. Auditors who are given specialized training in cybersecurity and the
latest technologies are better able to spot and address risks. Data shows that certification
and ongoing training help auditors update their skills and knowledge.

Eighth, audit integration with the company's cybersecurity strategy is the key to
audit effectiveness. Research shows that audit teams and cybersecurity teams working
together can improve audit results and ensure that the security controls implemented are
in line with company strategy. This collaboration helps in finding and resolving security
issues more quickly and efficiently.

Nine, the solutions found in this research are relevant and can be implemented
effectively, as demonstrated by practical trials and discussions with industry experts.
According to this discussion, risk-based strategies, advanced technology, and ongoing
training are the keys to meeting the challenges of cybersecurity audits. This solution is
expected to increase audit efficiency and protect companies from ever-growing cyber
threats.

Overall, this research shows that auditing in the cyber security era faces major
problems, but they can be overcome with the right methods, advanced technology, and
sufficient training. The solutions found provide practical guidance for increasing audit
effectiveness in the face of ever-evolving cyber threats.

DISCUSSION

In the era of cyber security, auditing faces complex challenges due to threats and
rapid technological advances. One of the main problems is the increasing frequency and
complexity of cyberattacks. Attacks such as phishing and ransomware can damage data
and disrupt overall business operations. Auditors must develop a more proactive and
adaptive approach in these situations. They must understand the latest attack methods
and find weak points in information systems that could become targets for attacks. This
means that the audit techniques and tools used must be consistently updated.

Additionally, technological advances have created new challenges in
cybersecurity audits. Technologies such as cloud computing and the Internet of Things
have expanded the areas that must be monitored and controlled, adding to the
complexity of the audit environment. Because data and applications no longer reside in
a centralized physical infrastructure, the use of cloud services often makes it difficult for
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auditors to establish clear control boundaries. Meanwhile, 10T devices increase the
volume and variety of data that must be analyzed, which can make it difficult for
auditors to spot anomalies or risks.

In addition, the capacity of a company's IT infrastructure affects audit capabilities.
Many businesses, especially small and medium-sized ones, may not have sufficient
resources to support the advanced technology required for a comprehensive
cybersecurity audit. Weaknesses in the controls and procedures in place, as well as
difficulties in implementing effective security solutions, indicate that investment is
needed.

When it comes to regulations and compliance, companies must meet a variety of
frequently changing regulations, such as GDPR and HIPAA. Auditors must ensure that
all internal controls comply with applicable regulations and understand legal
requirements and the ability to implement appropriate controls. Auditors can benefit
from active involvement in training and regulatory update processes.

It is important to implement a risk-based framework to address these issues. This
method allows auditors to allocate resources more efficiently by focusing their efforts
on the most vulnerable and high-risk areas. A risk-based framework provides guidance
on areas that need to be examined in more depth and methods that should be used to
reduce risks.

Additionally, it is proven that the use of advanced technologies in audits, such as
big data analysis tools and real-time monitoring systems, is successful. This technology
allows auditors to detect potential threats more quickly and accurately and provides
deeper insight into a company's cybersecurity posture. These tools monitor systems in
real-time for early detection and help in identifying anomalies that indicate an attack or
breach.

Training and development of auditors' skills is critical to meeting cybersecurity
challenges. Auditors must be updated on cyber threats and new technologies through
ongoing training and certification. This training also helps them apply effective audit
techniques and understand the risks associated with new technologies. With continually
updated skills, auditors can provide subtle and accurate assessments of new
technologies.

Audits are also important to a company's cybersecurity strategy. Audit and
cybersecurity teams work together to improve controls and ensure that implemented
security policies align with company strategy. This synergy ensures that audits reveal
the true state of existing cyber controls and protections, and help discover and address
security issues more quickly.

Finally, the results have been validated through practical trials and discussions
with industry experts. This shows that the solution used was successful. This process
confirms that auditors can help in addressing cybersecurity issues with a risk-based
approach, use of advanced technology, and ongoing training. Evaluation and adjustment
of audit methods that rely on expert feedback ensures that audits remain relevant and
effective in the face of evolving threats.
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Overall, auditing in the cybersecurity era requires an adaptive and integrated
approach to addressing issues and leveraging available solutions. By using a risk-based
framework, using advanced technology, and receiving adequate training, auditors can
more effectively address cybersecurity issues and maintain the integrity and security of
corporate information systems.

CONCLUSION

In the era of cybersecurity, auditing faces significant challenges due to the
increasing complexity of threats and rapidly evolving technology. The increasing
frequency and sophistication of cyberattacks, along with technological advances such as
cloud computing and the Internet of Things, are generating new vulnerabilities that
require a more adaptive and integrated audit approach. Auditors must face these
challenges by enhancing their skills and knowledge in cybersecurity and by applying
appropriate techniques and tools.

With strict regulations and compliance, the audit process becomes more difficult.
This is because auditors must stay up to date on legal changes and ensure consistent
compliance. A risk-based audit framework has proven useful for addressing these issues
as it allows auditors to focus on the most vulnerable areas and allocate resources more
efficiently. Additional tools to more accurately detect and address threats are provided
by modern technologies, such as big data analytics and real-time monitoring.

To maintain audit effectiveness and face evolving cyber threats, auditors must be
trained and develop their skills. Auditors who have the latest knowledge and skills can
apply audit techniques more effectively and responsively. Additionally, close coupling
of audits and a company's cybersecurity strategy improves coordination and
effectiveness in addressing security issues.

In the era of cybersecurity, audit success depends on risk-based strategies,
advanced technology, and ongoing training. By implementing these strategies, auditors
can improve their ability to deal with cyber threats and ensure that information system
controls and protection remain effective.

Overall, auditing in the cyber security era requires a dynamic and holistic
approach to addressing existing problems. By using the right solutions and continually
updating methodologies and skills, auditors can maintain the integrity and security of
information systems amidst an ever-evolving threat landscape.
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